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How to capture network communication using Wireshark (Network
Protocol Analyzer)

Introduction

In case there is a demand for inspection of network communication between the PC and the device, it is possible to
record this communication using the Wireshark software. Wireshark is capable of capturing various communication traffic
running on a computer network, no matter if communication is performed via cable or wireless.

Procedure of Wireshark installation and use

1. Download the Wireshark software installer from the Wireshark Download section. Choose the 32-bit or 64-bit installer

version based on your Windows version.
2. Install Wireshark. During the installation procedure, keep the default parameters.

3. Start Wireshark. The initial window provides a list of available networks. It is necessary to select the respective network
to which the device of interest is connected to.

* Windows 11
If the device of interest is connected to the PC via Ethernet (LAN network), the name of the network can be found in
Settings - Network & internet settings > Ethernet.

M The Wireshark Network Analyzer = [m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L oNC) RE ] ZP L EEaaaH

[. |:lpp|'_-.-' a display filter ... <Ctrl-/> n: +

Welcome to Wireshark

Capture

.using this filter: [ |Enter a capture filter ] 9 interfaces shown, 2 hidden ™

iEthernet A e N A
Adapter for loopback traffic capture P W NE— ' - o x

Local Area Connection™ 10 © o
Local Area Connection® 9 Qe Network & internet > Ethernet

Lacal Account

Local Area Connection™ 8
Local Area Connection® 2 Bt o [ — -
Local Area Connection™ 1
Wi-Fi = Sysem

@ Event Tracing for Windows (ETW) reader 0 Bluetooth & devices

| # Newwork & internet

Authentication settings Edit

4 Personalization

Learn

You are running Wireshark 4.2.3 (v4.2.3-0-ga15d7331476c). You receive automatic updates.

7 Ready to load or capture || No Packets || Profile: Default
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* Windows 10
If the device of interest is connected to the PC via Ethernet (LAN network), the name of the network can be found in
Settings - Network status.

‘ The Wireshark Network Analyzer — O W Settings - o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help @ Home Status

m " RE QR es=TF 4B
& a8 i ] =1 = |Fmdasemng ;)l Network status

[. |Apply a display filter ... <Ctrl-/>

Network & Internet E - @ - @
Welcome to Wireshark & status

Capture T Ethernet You're connected to the Internet
If you have a limited data plan, you can make this network a
using this filter: [ |EntEr a capture filker o ] Allinterfaces shown ™ % Dial-up metered connection or change other properties.
Change connection properties
% VPN
VMware Metwork Adapter VMnet8 A
Show available networks
; Ethernet A  Data usage
WMware Network Adapter VMinet1 A Change your network settings
@ Prowy
. Change adapter options
Learn =] View network adapters and change connection settings
User's Guide * Wiki * [Questions and Answers - Mailing Lists
£, Sharing options
You are running Wireshark 2.6.6 (v2.6.6-0-gdf942cd8). You receive automatic updates. For the networks you connect to, decide what you want to share.
o HomeGroup
Set up a homegroup to share pictures, music, files, and printers with
@ 7 Ready toload or capture | ‘ No Packets || Profile: Default ume,p,,cg on yiu, npgm,,k‘ " i

* Windows 7
If the device of interest is connected to the PC via Ethernet (LAN network), the name of the network can be found in
Network and Internet - Network and Sharing Center.

M The Wireshark Network Analyzer EIM

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

A0 @ kERE R e=s=
[i |Apply a display filter ... <Ctrl-{> a '] Expression... +
Welcome to Wireshark
= ]
Capture @Qvﬁ: <« Network and Intemet » Network and Sharing Center ~ [ 43 ][ Search Control Panel o

...using this filter: [ |Enter a capture filter ... - ] Allinterfaces sl (7]

Control Panel Home . . . . .
View your basic network information and set up connections

| Local Area Connection i |, Change adapter settings ﬂj&_-‘ % 0 See full map
Eer;:gi advanced sharing WINT-V-64 Pt
(This computer)
View your active networks Connect or disconnect
Learn -— Accesstyper Intemet
Public network Connections: [ [Cocal Airea Connection]

User's Guide * Wiki - Questions and Answers - Mailing Lists
‘fou are running Wireshark 2.6.6 (v2.6.6-0-gdf942cd8). You receive automatic updates,

Ll Ready to load or capture || Mo Packets || Profile: Default

4. In case the device is connected using a Wi-Fi network, it is necessary to select the correct Wi-Fi network in the list of
networks.

5. Fill in the necessary information: in the ...using this filter: item, specify which communication traffic should recorded.
In case of recording the communication traffic of a device connected via LAN, it is necessary to insert the tcp port
command and the port number.
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M The Wireshark Network Analyzer = [m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
admae H R s=2EZF i FElaaanE

- [=] ] -

Ctrl-/>

[l |-"-'p|:|:..' a display filter ... «C

Welcome to Wireshark

Capture

..using this filter:

Ethernet

Adapter for loopback traffic capture
Local Area Connection® 10

Local Area Connection™ 9

Local Area Connection™ 8

Local Area Connection® 2

Local Area Connection™ 1

Wi-Fi

®  Event Tracing for Windows (ETW) reader

Learn

E- @ interfaces shown, 2 hidden =

P W S

You are running Wireshark 4.2.3 (v4.2.3-0-ga15d7331476c). You receive automatic updates.

@ 7 Ready to load or capture

|| No Packets

|| Profile: Default

The port number value can typically be found in the device Setup dialog accessible under the 'Setup...' button in the
System Configuration at the bottom of the dialog (see online help for more info).

The following contains some examples of port number values for various devices.

Device Setup in the Clarity System Configuration

Adapted Wireshark Settings

Setup

Commurication
protocol

GPIE Board:
Address:

Auto Detect

Ocrle  @TCP

gpib0
1

IP Address:

IPort:

Common

2100
Add ...

Remove ...

Ok Cancel Help

Capture

.. using this filter: [ |1:qJ port 5100

m ~ | |Allinterfaces shown ™

Ethernet
Wiiware Metwork Adapter VMnet]
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Device Setup in the Clarity System Configuration

Detector Setup

Communication Settings

Interface : | Ethernet (LAN) >
1P Adress : AutoDetect
IPort : | 10001 I Test

Press Test to check if unit is connected

Detector Settings

Name :

[]5top lamps when dosing instrument window

Set User's Spedfication

Cancel Help
Setup
Connection
1 {Fart |

| B

* the configuration of GC is out-of-date,

AutoDetect

Adapted Wireshark Settings

Capture @
.. using this filter: [ |tcp port 10001 E:i - ] Allinterfaces shown *

VMware Network Adapter ViVinetd
Ethernet

VMware Metwork Adapter VMnet]

A

B

A

Capture

.. using this filter: [ |tq:| port 4242

m = | |Allinterfaces shown ™
A

VMware Network Adapter Vivinetd
Ethernet

VMware Network Adapter Vivinet]

M

A

Help -
HE e 2> @

ﬁ A =1
Hide Locate Back Forward Stop Refresh Home  Font Print
Conterts Index Search Falf|*

[}

X

For other devices, this information about can be found in the Hardware Configuration or in the Help documentation.
2

] Help - o x
HE e 2 0 [0 6 &

£ 5
Hide Locate Back Forward Stop Refresh Home  Font Print

Format of the port settings in COMMDRV.INI
s =
@ Brief Description

Format syntax
7] Requirsments Serial

@ Installat d communication
e LAN communication | UDP xxxx2101
Q Using the control module

TCP_IP xxxx2101) since version 6.1
7] Report Setup 'Where xx.xx 15 e P address)
Q Troubleshooting
@ Clarity Main help

the sampler)

COMx (where xis the number of the COM port)

USB communication | FTD2)X( SNx (where x is the serial number of

6. Then, it is necessary to start the recording of communication traffic using the icon of Wireshark (blue dorsal fin).

~ [7] Brief Description

Contents | index = Search Favortes

[E] e Pt ntrumnt o/ 1 Contot L6 s

K1
Hardware Configuration - s s

[7] Requirements
1] Instalation procedure
7] setup - communicatior|
Clartty Corfiguration -
([ Using the contral module
4@ Method Setup - LC
Method Setup - LC Gradient
Method Setup - Advanced
lethod Setup - Event Table

Hardware Configuration

Type of Machine :

ardware Corfiguration I

—
Connection : TCP_IP

M The Wireshark Network Analyzer

FQEdit View Go
A L@

q R E ]

Capture

Analyze

Statistics

- O X
Telephony  Wireless  Tools

SEaaqH

[i |Apply a display filter ... <Ctrl-/=

Welcome to Wireshark

Capture

m '] Expression... +

...using this filter: [ |tq: port 2101

B - ]AII interfaces shown =

7. During capturing, the screen of Wireshark will be populated with communication. The trouble with the device should

be repeated right now while the capturing is running.
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File Edit View Go

£ Capturing from Ethernet (tcp port 2101)

Capture  Analyze Statistics

Telephony  Wireless  Tools

a X

Help

B84 82

AN RE R e=>=F o5Eaaan
[. |App\v a display filter ... <Cirl-/> = '] Expression +
No. Time Source Destination Protocol  Length Infc ™
23871 321.337572 192.168.111.127 192.168.111.163 TCP 78 21¢
23872 321.337e46 192.168.111.163 192.168.111.127 TCP 54 B5¢
23873 321.337738 192.168.111.163 192.168.111.127 TCP 78 B85
23874 321.341872 192.168.111.127 192.168.111.163 TCP 68 21¢
23875 321.377954 192.168.111.127 192.168.111.163 TCP 70 21¢
v
< >
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ~
> Ethernet II, Src: Giga-Byt 9¢:908:8b (98:2b:34:0c:98:@b), Dst: Digiboar_75:bd:fé
» Internet Protocol Version 4, Src: 192.168.111.163, Dst: 192.168.111.127 w
< >
cooo @@ 48 9d 75 ba f6 98 2b 34 9c 9@ @b @8 @@ 45 ea
GEl0 8@ 34 2e 92 49 @0 30 @6 B0 @0 c@ ad 6T a3 c@ ad
@028 6F 77 Tf c4 03 35 [TIETISIRL 00 00 00 00 30 62
230 fa f@ 68 92 @0 88 92 84 05 b4 @1 83 83 83 81 al
o

O 7 Ethernet: <live capture in progress: || Packets: 23875 - Displayed: 23875 (100.0%) || Profile: Default

8. The capturing can be stopped using the red square icon.

£ Capturing from Ethernet (tcp port 2101)

File View Go
A4 W @ g

Capture  Analyze  Statistics
RE Qe =F

Telephony  Wireless  Tools

sElElaaan

[. |Apply a display filter ... <Ctrl-/>

O X

Help

=3 ~| Expression +

No. Time
23871 321.337572
23872 321.337646
23873 321.337738
23874 321.341872

23875 321.377954

Source

192.168.111.127
192.168.111.163
192.168.111.163
192.168.111.127
192.168.111.127

Destination Protocol
192.168.111.163 TCP
192.168.111.127 TCP
192.168.111.127 TP
192.168.111.163 TCP
192.168.111.163 TCP

9. Invoke the Save dialog using the 'Save As' command from the 'File’ menu.

‘ *Ethernet (tcp port 2101

]

File Edit View Go Capture Analyze Ste

Open Ctrl+0

Open Recent L4
Merge...

Import from Hex Dump...

Close Ctrl+W

Save Ctrl+5

Save As... Ctrl+Shift+5

Length Infc &
7a 21
54 65¢
78 654
68 21¢
7a 21

10. Name the communication traffic record and save it as the file type shown below.

Wireshark tcpdump,/... - nanosecond pcap (*.dmp.gz:
[ Campress with o] Modfied tcpdump - peap (".dmp.gz;”.dmp;".cap.gz2;”.cap;” pcap gz;” peap)

Mnkia trndimn - nean (* dmnaz* dmn® can nz

www.dataapex.com | ISO9001 certified

M Wireshark: Save file as x
Savein: |-Desktop v| @ 1‘ o B d
* MName Date moedified Type
29.01.2019 12:45 File folder
Licesees 31052018 74 File folder
- 02.02.2018 13:20 File folder
10.08.2018 11:58 File folder
Desktop 18.01.2018 10:07 File folder
- 06.06.2018 14:15 File folder
™ 11.10.2018 7:55 File folder
Libraries 18.05.2018 13:28 File folder
12.07.2018 16:43 File folder
13.06.2018 16:08 File folder
il 15.01.2019 9:02 Shertcut
< >
File name: Communication ~ | I Save I
Save as type Cancel

ar.gz;” ntar:"J
...-pcap (".dmp.gz;".dmp;".

imp:*.cap.gz." cap.”

Fan -t nean nr

* nrand
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11. Contact DataApex Support Team at support@dataapex.com and provide this captured communication.

12. DataApex Support Team can also provide guidance regarding types of communication and port numbers for
respective devices upon request.
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